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Data Sharing Agreement – Local Enterprise Partnerships
	
	
Agency Data Sharing Agreement 
for Local Enterprise Partnerships (LEPS)


	This form is to be used to request access to the LEP Data Cube including personal and / or sensitive personal data controlled by the Chief Executive of Skills Funding, hereinafter referred to as “the Agency”.



The LEP data cube can only be requested by, and provided to, a designated individual working for / on behalf of the LEP, who is part of an organisation which is registered with the Information Commissioner’s Office and is a legal entity. When completing this document please note:

· Please complete the required fields 
· All fields marked with a red asterisk * must be completed.  
· Some sections have been pre-populated – please do not overwrite or amend this text. 

	LEP Name*
	London Enterprise Panel



	Name of the Principal Controller for data for/on behalf of the above named LEP*
	Michael Heanue




	Controller Organisation*
	Greater London Authority



	Controller Organisation Address* 
	City Hall, The Queen’s Walk, London SE1 2AA



	Controller Contact Number 
	020 7983 4232



Once completed please: 
Post the signed hard copy to the Data & MI Team at:
Data & MI Team, Programme Delivery and Performance, 
Skills Funding Agency
Cheylesmore House, Quinton Road, Coventry, CV1 2WT

For queries about this Data Sharing Agreement please email Paul Rushton at paul.rushton@skillsfundingagency.bis.gov.uk  or call on 0121 345 4638
	[bookmark: _Toc275768611]Section 1: Data Controller Details 


		
	




	1.1*  
	Controller Role/Position in organisation
	
Principal Policy Officer



	1.2*  
	Controller Email Address 
(Must be a Company/Organisation Email)
	
Michael.heanue@london.gov.uk



	1.3*
	Controller Contact Number
	
020 7983 4232

	
Data Controller Registration

	Data can only be provided if the Data Controller is registered with the Information Commissioner’s Office (ICO) unless you are exempt from registration.  If you are exempt from registration, please provide an explanation in box 1.5.  

Registration must be valid before data can be issued.

	

	1.4*            
	ICO – Data Protection 
Registration Number
	Registration Renewal Date

	
	Z4760661
	June 2015

	

	1.5
	Reason for Exemption 
(where applicable)
	






Data provided will be in the format of data cubes and MI reports for the LEP Area named in the cover sheet. This will include the constituent Local Authority districts of the LEP

No bespoke data will be provided
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Data Required By Other Parties
Under the Data Controller’s authority, LEP Cubes can be shared with the appropriate people within the LEP and their partners and Local Authorities as necessary ONLY for the purposes described in section 3.  

Please use section 1.6 to list all organisations who you expect to need access to the Date Cube for the purpose set out in Section 3.

The Skills Funding Agency expects that the data will be made available to partner organisations to the LEP and others who require access to the data as part of delivering the purpose described in Section 3. Where this data cube needs to be shared with / provided to other parties acting on behalf of the LEP to compete this work,  (e.g. contractors, agents, partnerships etc), then their details must also be listed 1.6 along with the reason why they require the data. 

If you need to add additional names to the DSA at any point during the life of the DSA please contact the Agency for advice.

	(Please expand this section if more organisations are receiving data)

	1.6
	Other Organisation Details

	
	

	
	Other Organisation 
Name & Address
	Contact Name 

	
	
	

	
	
	Contact Email Address

	
	
	

	
	Other Organisation 
Name & Address
	Contact Name 

	
	
	

	
	
	Contact Email Address

	
	
	

	
	Other Organisation 
Name & Address
	Contact Name 

	
	
	

	
	
	Contact Email Address
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Section 2: Legal Basis for the Request 


	

	

	THIS SECTION HAS BEEN PRE-POPULATED
PLEASE DO NOT ALTER ANY WORDING IN THIS SECTION.

		2.1
	Data requested for own purpose(s) 
(not on a statutory basis)

	Enter Y
below if applicable

	
	
	Y




	

	
	2.1.1
	Data requested for own purpose(s) (not on a statutory basis) 
I confirm our organisation is requesting personal data for our own non-statutory purposes stated below, that the data is confidential, and may only be processed by our organisation as a Data Controller with the consent of the Agency for the purpose set out in Section 3. 



	[bookmark: OLE_LINK1][bookmark: OLE_LINK2]2.2*
	Data Protection Act Compliance
Please state below the relevant condition(s) under Schedule 2 and/or 3 of the Data Protection Act 1998, which provide(s) justification for the Agency to provide the data to your organisation.

Where Personal and/or Sensitive Personal data are required you MUST ensure that the appropriate Schedule(s) and condition(s) are stated below.  These details will be considered with the data requested and if not appropriate the form will not be validated.

	Schedule 2
Condition(s) 5 The processing is necessary—
b) for the exercise of any functions conferred on any person by or under any enactment
c) for the exercise of any functions of the Crown, a Minister of the Crown or a government department

	

	Schedule 3
Condition(s) 7 (1) The processing is necessary – 
b) for the exercise of any functions conferred on any person by or under any enactment
c) for the exercise of any functions of the Crown a Minister of the Crown or a government department

	

	Schedule 3
Condition(s) 9 (1) The processing – 
a) is of sensitive personal data consisting of information as to racial or ethnic origin,
b) is necessary for the purpose of identifying or keeping under review the existence or absence of equality of opportunity or treatment between persons of different racial or ethnic origins, with a view to enabling such equality to be promoted or maintained, and
c) is carried out with appropriate safeguards for the rights and freedoms of data subjects.

	



Section 3: Processing Purpose and Method


THIS SECTION HAS BEEN PRE-POPULATED 
 PLEASE DO NOT ALTER ANY WORDING IN THIS SECTION
		
Purpose

	

	3.1*
	Summary of why you need the data
	The primary purpose of the Data Cube management information reports is to inform the continued development and implementation of the LEP Local Growth and Strategic Economic Plans and support the process of addressing priority skills issues. Other data sets may be released from time to time by the Agency to supplement the data cube using these data sets. The terms in this Agreement apply to any supplementary information supplied to LEPs by the Agency for the purpose set out in this section.

	

	Data Selection Criteria

	

	3.2*
	Only essential data can be supplied, please state the selection criteria(s) you wish to be applied 

	The Operational data suite will be based on five years of data based on academic year. The detail need to be sufficient to enable patterns of provision, learning aims, providers and demography to be identified.

	

	3.3
	Where Personal and/or Sensitive Personal data are requested, please state the reasons why  

	The data cube contains personal characteristics of learners but does not contain any information or unique identifiers that enable any individual learner to be directly identified from these characteristics.

	

	Processing Method & Outputs From Data

	

	3.4*
	Details of how this data cube can be used 

	All data provided can be used unaltered for internal information or operational purposes and discussions.  The data and reports produced containing this data can be externally published as long as the requirements set out below are followed.  
Where further guidance on publication is provided, all signatories to, and individuals and organisations bound by, this Data Sharing Agreement are expected to comply.
No data which enables the direct or indirect identification of an individual must be published. This includes data where the individual could be identified by linking the data to other data.
 Any numbers derived and published must be presented in such a way as to not undermine the rounding and disclosure control of the Statistical First Release and other published tables.  Where data shows a value of 5 or less, then this data must be suppressed and replaced with an asterisk (“*”).  All values must be rounded up/down to the nearest 10.

	

	
	3.4.1
	State what output (if any) will be created using the data
	Tables, graphs and other info graphics, narrative text for the purposes of operational discussion, supporting the presentation & evaluation of published economic plans and developing skills priorities. 

	

	
	3.4.2
	Recipient of output(s) and how handled
	Data will be made available to the Data Controller named in section 1.

	

	3.5
	Is data to be matched in any way with any additionally sourced data?  
	The data must not be used to match with other data.

	


	Contacting Data Subjects

	

	3.6
	Are you planning on contacting any individuals listed within the data, if so state the reason for contact?
	The data must not be used to contact any individuals or be matched to other data sets to identify individuals.


	

	
	
	Recipient of output(s) created and how handled?
	(Must be completed if relevant)
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Section 4: Data Requirements



		[bookmark: OLE_LINK3][bookmark: OLE_LINK4]


4.1
	LEP Data 



The Agency is providing LEPs with a range of information about learners in the geographical region of their LEP. The information required comes from a variety of systems and data sources of the Agency including the ILR, Apprenticeship Vacancies and the National Careers Service
The information provided will consist of annual and in-year scheduled offline cubes and a supplementary MI report for Participation

The cubes will contain data from the Single Individualised Learner Record, Large Employer Outcome Pilot and Employer Ownership Pilot

Annual Cubes

The annual offline cubes will contain full end of year data for 2011/2012 onwards. Data from years 2010/2011 and earlier has already been provided to the LEPs. 

Two annual offline cubes will be provided for each LEP: 

·  One is based on the learner’s home postcode and includes learning aims and Apprenticeship frameworks where the learner’s home postcode is in one of the constituent local authority districts of the LEP. 

·  One is based on the delivery location postcode and includes learning aims and Apprenticeship frameworks where the delivery location postcode is in one of the constituent local authority districts of the LEP

Scheduled Cubes

Scheduled in-year offline cubes will contain data for the full 2012/13 year and to date quarterly data for 2013/14. As per the annual offline cubes, two in-year offline cubes will be provided for each LEP: 

· One is based on the learner’s home postcode, as above

· One is based on the delivery location postcode, as above

Participation Report

A separate MI report will be provided for Participation data at the same time as the scheduled and annual cubes. It will not be provided in the off-line cubes
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Section 5: Declaration & Agreement

	All requesters MUST confirm their agreement and compliance to the following conditions by completing or indicating ‘Y’ for Yes to all of the questions below. If any of the conditions cannot be fulfilled then data will not be supplied.   


	5.1*
	On behalf of my Organisation, I hereby apply for access to the data held or controlled by the Agency as specified in this Data Sharing Agreement. 
	Enter Y
below
if applicable

	
	
	Y

	

	5.2*
	Confirmation that as Data Controller your organisation has in place adequate arrangements to meet your obligations under the Data Protection Act 1998.  
· Relevant people within your work place have been trained in how to handle personal data
· Personal data is held safe and secure
· Records of personal information are accurate and kept no longer than necessary
You have a process in place to handle any security incidents involving personal data, including notifying relevant third parties of any incidents.
	Enter Y
below
if applicable

	
	
	Y

	

	5.3*
	I declare that my organisation has given notification to the Information Commissioner and that the registration is up-to-date and complete, and that the agreed processing falls within the terms of the notification / registration.
	Enter Y 
below if applicable

	
	
	Y

	

	5.4*
	I declare that my organisation agrees to the terms and conditions of this Data Sharing Agreement. 
(Terms & Condition details can be found in Appendix A)
	Enter Y 
below if applicable

	
	
	Y

	

	5.5*
	I agree to DELETE each set of the supplied data (including destruction of any discs) within 12 months of receipt.  
	Enter Y 
below if applicable

	
	
	Y

	The completed form must be signed and dated by the Data Controller (signatures must be handwritten) and sent to the address on the cover page. Once validated, data can then be released to the Data Controller.

	5.6*
	Signature of Data Controller  
	
	
	5.7*
	[bookmark: OLE_LINK7]Date 
	



If you would like pre-validation checks before sending the signed hard copy, send electronically to the Programme Delivery and Performance, Data & MI Team on: data&mi@sfa.bis.gov.uk


[bookmark: _Toc275768619]
Appendix A – Notes & Guidance

Terms & Conditions
Details can be found within the embedded documents below, or at:  

[bookmark: _MON_1472644968]                                                
ILR field definitions can be found at location:  
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/283338/ILRSpecification2013_14v4_July2013__2_.pdf

********************************
Privacy Notice
The Agency issues Privacy Notices for the processing of personal data.  When Learners enrol for learning funded by the Skills Funding Agency their Provider must ensure that they are aware of the Privacy Notice, including how their personal information may be used, 
This Privacy Notice is published on the Gov.uk website at:
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/283360/ILRSpecification2013_14Appendix_F_Mar2013_v1.pdf
	
********************************
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[bookmark: _Toc135555690][bookmark: _Toc148170740][bookmark: _Toc392161332]Introduction 

The Office of the Chief Executive of Skills Funding (“the Chief Executive”) is a corporation sole established under the Apprenticeships, Skills, Children and Learning Act 2009.

The Chief Executive:

· has powers to appoint staff as Crown Civil Servants to help fulfil the Chief Executive’s statutory remit.

· and those staff appointed by the Chief Executive are commonly and collectively referred to as the Skills Funding Agency (“the Agency”).

· is the data controller of personal data processed for the purposes of the Agency fulfilling the Chief Executive’s statutory remit.

· Is permitted under the Apprenticeships, Skills, Children and Learning Act 2009 to share information for education and training purposes with other parties specified in that Act for the purposes of enabling or facilitating the exercise of any relevant function described in that Act.


2. Purpose
The purpose of the agreement is to provide a framework for the sharing of personal data by the Chief Executive with third parties.


When personal data controlled by the Chief Executive are requested by a third party either for where the third party requires the data for processing for its own purposes as a data controller, or where it is processing the data for the Agency’s purposes i.e. for and on behalf of the Chief Executive,  the Agency requires a data sharing agreement to be entered into by that third party to ensure that:

· the purposes for, and legal basis on which the personal data are to be processed by the third party, and any data processor acting for and on the third party’s behalf, and

· the personal data to be shared, and

· the proposed processing of the personal data (for example, shared, used, retained and destroyed) by the third party, and any data processor acting for and on the third party’s behalf, and

· the respective responsibilities in relation to the data and the proposed data processing

[bookmark: _Changes_to_the][bookmark: _Changes_to_the_Protocol]
are all clearly defined, understood and agreed by each party to the agreement

The agreement  has been written with due attention to relevant legislation, together with guidance and Codes of Practice issued by the Office of the Information Commissioner, and Agency requirements for the protection of personal data under the Cabinet Office Security Policy Framework.

References to personal data are as defined under the Data Protection Act 1998.

[bookmark: _Toc392161334][bookmark: _Toc135555736]This  includes data which might be described as ‘depersonalised’: for example, where some personal markers have been removed, but where individuals might still be capable of being identified either from the data itself or by manipulation, for example, by ‘depersonalised’ data being joined up with other information to enable individuals then to be identified.

3. Making requests for personal data

Requests for personal data from the Agency must be made by third parties in writing, and under the terms and conditions of this agreement.  Except where there is a defined legal requirement, the Agency is under no obligation to share any data with third parties.

[bookmark: _Toc148170775][bookmark: _Toc392161335]3.1 Signed documents

A signed hard copy of this agreement, fully completed, should be submitted to the Agency before data will be issued.

[bookmark: _Annual_review][bookmark: _Toc135555737][bookmark: _Toc148170776][bookmark: _Toc392161336]3.2 Scope of purpose for processing personal data and agreement period

A request for data may be made for a single purpose or multiple uses of the same data over a period of time. Agreements will usually run for a maximum of twelve months or for any shorter period specified and agreed in relation to one or more of the specified uses, and then be subject to review and renewal of the agreement.

[bookmark: _Toc135555738][bookmark: _Toc148170777][bookmark: _Toc392161337]3.3 No routine issue of data

Data requests are the responsibility of the requestor and all requests made of the Agency for data are considered on their own merits. The Agency does not send out new datasets as a matter of course to a third party. Each dataset has to be requested from the Agency at a time when those data are available.

[bookmark: _Toc135555740][bookmark: _Toc148170779][bookmark: _Toc392161339]3.4 Agency process for considering requests

The Agency will consider a request for data in light of the use to which the data are to be put and the suitability of the data elements requested for that use. Agency staff may contact the third party requesting the data for further information.

Each request will be dealt with on its own merits and the Agency commits to no timescale for the handling of the request. The more detailed the information provided in the application, the more quickly each request can usually be processed.

[bookmark: _Toc392161341]3.5 Refusal to supply data

In considering any request for data, the Agency will take into account the use to which the data are to be put. The Agency has the right to refuse to share data with third parties and refusal does not have to be explained.

[bookmark: _Toc148170780][bookmark: _Toc392161340]3.6 Supply of data – type and media

[bookmark: _Toc135555719][bookmark: _Toc148170762][bookmark: _Toc392161342][bookmark: _Toc135555742][bookmark: _Toc148170781][bookmark: _Toc278362797][bookmark: _Toc278370008][bookmark: _Toc278370083][bookmark: _Toc278370163][bookmark: _Toc392158067][bookmark: _Toc392161343][bookmark: _Toc135555720][bookmark: _Toc148170763]Where data is supplied by disk, the Agency will usually supply data on a pass phrase protected, WinZip encrypted CD/DVD.  At present, learner data are usually issued in either DBF (database format) or SPSS (Statistical Package for the Social Sciences) format.  Except where legally obliged, the Agency will supply the data in the form and format it chooses.

4. Control of data

3 [bookmark: _Toc278362798][bookmark: _Toc278370009][bookmark: _Toc278370084][bookmark: _Toc278370164][bookmark: _Toc392158068][bookmark: _Toc392161344]

3. [bookmark: _Toc278362799][bookmark: _Toc278370010][bookmark: _Toc278370085][bookmark: _Toc278370165][bookmark: _Toc392158069][bookmark: _Toc392161345]

[bookmark: _Toc392161346]This section deals with the legal distinction between a data controller and a data processor in relation to the processing of personal data under the agreement.


4.1  Data Controllers

A data controller is a person or organisation that either alone or jointly with another controller, determines the purposes for which and the manner in which any personal data are processed.

[bookmark: _Toc135555721][bookmark: _Toc392161347]4.1.1 The Agency as data controller

To the extent that the Agency processes the personal data for its own purposes, the Agency is the data controller of any personal data that it provides to a third party under the Terms and Conditions of the agreement.  At no time upon providing third parties with the personal data does the Agency cease to be a controller of that data for the purposes that the Agency processes that data.

[bookmark: _Toc392161348]4.1.2 Third Parties as Data Controllers

Where the third party seeks sharing of data by the Agency for the third party’s own purposes (for example, where the third party requires the data to fulfil its own statutory function), the third party will also become a data controller of that data, for the purposes that it will process the personal data.  It will be required to specify these in the agreement request.  Unless otherwise specified, the agreement of the Agency to supply the personal data required by the third party is limited to the third party processing the data only for the purposes that are agreed.  Where it is exercising a statutory function, it will be required to specify the function it is exercising and the statutory instrument under which it is exercising that function.

4.2 [bookmark: _Toc135555722][bookmark: _Toc148170764][bookmark: _Toc392161349] Data Processors

A data processor is any person or organisation that processes data on behalf of a data controller. A data processor can only act on the instructions of the data controller or controllers.

[bookmark: _Toc135555723][bookmark: _Toc392161350]4.2.1 Third Parties as Data Processors

When a third party is required to process personal data for and on behalf of the Agency i.e. for purposes determined by the Agency (for example, where the Agency is contracting with the third party to undertake a survey of learners on the Agency’s behalf), the third party enters into this agreement as a data processor in respect of such data, and agrees to process data solely according to Agency instructions as set out in the agreement.

[bookmark: _Toc392161351]4.2.2 Other ‘subsidiary’ parties as data processors

Any further parties processing data on behalf of a third party described under section 4.2.1 above, for purposes determined by the Agency under a contract between the Agency and a third party described under section 4.2.1, will only be a data processor of the data.  This includes any external contractor or consultant engaged by a third party.

Where personal data is provided is provided by the Agency, written contractual conditions between the third party, as described in section 4.2.1 and any other party described in this section must regulate how the data are used and what they are used for in accordance with this agreement.

As a minimum, these conditions shall require that the third party:

· Agrees only to process personal data in accordance with the disclosing organisation’s instructions and only within the purposes and to the extent that the Agency has agreed for the data to be processed by the third party

· Takes appropriate technical and organisational measures to keep data secure at all times

· Agrees to delete the data securely by the agreed date, or when the use is fulfilled, if sooner

· Notifies the third party described in section 4.2.1 that has engaged them of any potential or actual breach of security in relation to the shared data as soon as possible and, in any event, within three working days of identification of any potential or actual loss of the shared data

· Accepts that they are a Data Processor only in regard to the data

· Agrees that data will be kept confidential and not be disclosed to any other parties.

The Agency reserves the right to request a copy of the written contractual terms and conditions between a third party as described under section 4.2.1 and any other third party relating to any processing of the shared data.

4.3 [bookmark: _Toc392161352]Commissions of Work

Any third party using Agency data to produce work for another party must still only process Agency data as a processor and in accordance with any agreements made with the Agency.



[bookmark: _Toc392161353]
5. Conditions of data supply

Personal data held by the Agency and shared with a third party are subject to the following conditions.

5.1 [bookmark: _Toc135555695][bookmark: _Toc392161354]Annual review and retention of data by third parties

In accordance with the Data Protection Act 1998, personal data should only be processed for as long as is necessary.  Requests to the Agency to share data should be limited accordingly and for no longer than 12 months under this agreement, unless otherwise specified.. Specific justification for processing of the data beyond one year is required.

The Agency recognises that third parties may wish to data to be retained for further use in the near future. These parties may request permission, using this agreement, to keep data for specified purposes in anticipation of further use.

This permission must be renewed annually and each time a new project or use is undertaken. At the end of the specified time period, the data must be deleted unless further agreement is given.

5.2 [bookmark: _Toc392161355]Sharing with other third parties

Personal data must not be shared with other organisations or individuals without the prior written agreement of the Agency. This includes consultants, contractors, sub-contractors and other agencies.

5.3 [bookmark: _Toc392161356]Processing only for agreed purposes

In accordance with the fifth data protection principle, data shall only be processed (including stored) for the purpose(s) for which the request has been made, and must be deleted once that purpose has been fulfilled.

Third parties must seek agreement under a new Data Sharing Agreement for processing the data for purposes other than previously agreed.

5.4 [bookmark: _Toc392161357]Data Protection registration (notification to the Information Commissioner’s Office)

Where the Agency agrees to share data with a third party which will be processing the data for its own purposes, the third party will become a data controller in relation to the shared data and the Agency will require the third party to provide details of an appropriate valid entry in the Register of Data Controllers section of this agreement.  The Register of Data Controllers is managed by the UK Information Commissioner’s Office (ICO), and it is mandatory for most organisations handling data as a data controller to maintain a valid registration. 

Failure by such third parties to include a valid registration number and / or be registered for the correct purposes (i.e. unless they are exempt from registration) will result in any requests being rejected. The purposes for which an organisation must be registered may vary depending on the proposed use the data, and so a definitive list cannot be provided.

It is a criminal offence for any organisation to process personal or sensitive personal data in a manner which is inconsistent with its data protection registration.

5.5 [bookmark: _Toc392161358]Mortality

It is important that anyone dealing with personal and sensitive data, understands that the Data Protection Act 1998 does not cover deceased persons.

Any research or surveys using Agency information should always be done via a dataset of individuals that has been checked for deceased people, to avoid unnecessary upset to the deceased’s family.

“Mortality files” are available to purchase for organisations who wish to do regular checks on their datasets, and the Agency recommends the use of these.

5.6 [bookmark: _Toc392161359] Data matching

Data are provided on the understanding that it will not be matched to any other datasets, even on depersonalised or aggregated datasets, unless the Agency has agreed to the proposed processing matching.

The Agency remains a data controller of data that it has been supplied. Accordingly any new dataset generated by a third party may only be kept for the length of time agreed with the Agency. Once this time has passed, the datasets must be securely destroyed in accordance with principle 5 of the Data Protection Act 1998.

5.7 [bookmark: _Toc392161360]Data security

All third parties entering into this agreement and processing personal and sensitive personal data must have in place prior to receipt of the data, and continue to take, appropriate technical and organisational measures against unauthorised or unlawful processing of personal data, and against accidental loss, destruction or damage to personal data.

All organisations must follow the advice and guidance contained within the Cabinet Office 10 Steps to Cyber Security:-



http://www.gchq.gov.uk/press_and_media/news_and_features/Pages/10-Steps-to-Cyber-Security.aspx



Particular attention must be paid to the following areas:-.

· Appropriate technological and security measures, ensuring that all equipment/devices are up to date (patched).

· Secure physical storage and management of non-electronic data

· Password protected computer systems, ensuring that passwords are of the appropriate length and complexity, and require regular renewal.

· Restrict access to data to those that require it, and take reasonable steps to ensure the reliability of employees who have access to data, for instance, ensuring that all staff have appropriate background checks.

· Appropriate security on external routes into the organisation; for example, internet firewalls and remote access solutions.



[bookmark: _Toc392161361]5.7.1 Destruction of data

Once the data have been used for the purposes for which they were required, the data should be deleted, using appropriate software where necessary, unless there is an agreement with the Agency that the data may be retained for longer.  The Agency requires third parties to delete data securely to a standard that accords with the protective marking that applies to the data.

[bookmark: _Toc392161362]5.7.2 Security incidents

The Agency requires the third party to advise the Agency of any potential or actual losses of the shared data as soon as possible and, in any event, within three working days of identification of any potential or actual loss, whether in relation to its own processing of the data or in relation to data processed on its behalf, in order that the Agency can consider what further action is required in relation to such an incident and the continued and future sharing of data.

All third parties entering into this agreement and who will be data controllers of the shared data will be required as part of this agreement to provide details of an appropriate valid entry in the Register of Data Controllers.  Notification requires that the data controller must provide to the UK Information Commissioner a general description of the measures it will take for the purposes of protecting against unauthorised or unlawful processing of personal information and against accidental loss or destruction of, or damage to personal information.

5.8 [bookmark: _Toc392161363]Suppression of personal data

Where the Agency shares personal data with a third party, groups identified as having fewer than five individuals as a result of data analysis should not be published, except with the prior agreement of the Agency.  Further guidance may be issued regarding suppression to prevent identification.

5.9 [bookmark: _Toc392161364]Rights to inspection and withdrawal of data sharing

If the Agency shares data with a third party for the purposes of the third party processing data on behalf of the Agency, the Agency reserves its rights under contract with a third party to inspect arrangements for the processing of the shared data and withdraw agreement to the shared data where it considers a third party is not processing the data in accordance with this agreement.

5.10 [bookmark: _Toc135555731][bookmark: _Toc148170772][bookmark: _Toc392161365]Data Subject Access Rights

Individuals have a right to see what data are held about them, and to know why and how it is processed. 

The Agency as a data controller has an obligation to respond to these requests.  Requests made of a third party who becomes a data controller should be honoured by them under the terms of the Data Protection Act 1998.

Third parties with whom the Agency shares data for the purposes of processing on behalf of the Agency should refer such requests in accordance with its contractual obligations with the Agency.

5.11 [bookmark: _Toc392161366]Transfer of data outside of the UK and EEA

Data shared with third parties will not be transferred outside of the UK unless explicitly agreed by the Agency.

The Agency has an obligation to seek authorisation from central government for transfer of data outside of the UK.

The Data Protection Act 1998 (8th Principle) bans the transfer of personal data to a country or a territory outside of the European Economic Area unless that country or territory ensures an adequate level of protection for the rights and freedoms of the data subjects in relation to the processing of their personal data.

When the Agency gathers personal data from an individual such as a learner, it does not inform them that their data will be transferred outside of the European Economic Area.

When the Agency shares data under this data sharing agreement, the other parties to the agreement agree that no data will be transferred outside of the UK, unless the Agency explicitly agrees to the transfer.

5.12 [bookmark: _Toc392161367]Prohibition of data for other purposes

[bookmark: _Toc392161368]5.12.1 Commercial purposes
Personal data will not be released or sold for commercial purposes and must not be used for such purposes.

Data which may provide the requestor with commercial advantage may be either refused, or provided on the condition that other organisations that may be affected by the release of these data are also provided with the information.

[bookmark: _Toc135555734][bookmark: _Toc392161369]5.12.2 Processing incompatible with Privacy Notice

The Agency will not share data for uses incompatible with the purposes in a Privacy Notice it has issued.  This includes, but is not limited to.

· Speculative Investigations – where organisations wish to trawl for names and information without proper cause or purpose

· Snooping – where organisations wish to act on merely a suspicion of information that might be of use to them, with no other justification.



5.13 Changes to agreed processing of personal data

The Agency must be kept fully informed of the processing of any personal data it shares with third parties to enable the Agency to ensure it is meeting its own obligations in respect of the data.
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